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Big Data and Data Analytics
Introduction
Health data has grown in complexity over time. Health data comes from a variety of sources and formats – structured
and unstructured, and requires sophisticated tools for complex analysis beyond common spreadsheets and
relational databases. Given this complexity, health data can be described as “big data”. According to the SAS
Institute, “big data is a term that describes the large volume of data – both structured and unstructured – that
inundates a business on a day-to-day basis. But it’s not the amount of data that is important; it’s what organizations
do with the data that is important. Big data can be analyzed for insights that lead to better decisions and strategic
business moves”. The healthcare sector depends on big data in order to drive strategic outcomes. Big data exhibits a
number of attributes. These are described based on the 4V’s - Volume, Velocity, Variety, and Veracity. Volume refers
to the scale of data, Velocity - the analysis of streaming data, Variety - the various forms of data, and Veracity refers to
the uncertainty of data. Advances in “data management, particularly virtualization and cloud computing, are
facilitating the development of platforms for more effective capture, storage and manipulation of large volumes of
data”. (See PPB 0042.16 on Cloud Computing). Big data requires a multidisciplinary approach using descriptive
techniques and predictive models to derive valuable knowledge from data (analytics), and gaining insights that
inform decision making (analysis).
Data and data analytics are essential in delivering quality healthcare to patients in many ways, some of which include
clinical decision support, epidemic surveillance, and genomics (AHIMA, 2013). Data analytics can be very useful
when it comes to clinical decision support, providing a means to make clinical decisions at the point of care.
Managing and analyzing big data requires the help of many individuals in a variety of roles. For example, it is
necessary to have health information management professionals, big data analysts, researchers, etc., to successfully
handle big data in the healthcare industry. Furthermore, there are skills required by each individual to work with big
data successfully. Since big data is relatively new in the healthcare industry, there are several barriers in the use and
analysis of big data. Lack of resources, privacy implications, and too much data are just some of the challenges that
big data users must address relatively quickly.
Big data and data analytics are not limited to healthcare alone. In fact, the healthcare field lags behind other fields
when it comes to analytics. One of the most robust fields that make extensive use of data analytics and big data is the
retail industry. Retailers, both online and in store, have been tracking customer purchases for years. From this they
have developed large databases of consumer purchases, requiring the use of data analytics to turn this data into
information and knowledge (The Economist, 2010). This has allowed for personalized advertisements based on prior
purchasing behavior and improved marketing strategies. Such marketing techniques have been highly successful for
companies, demonstrating the value of big data analytics in today’s society.

Definitions of Big Data in Healthcare
When discussing big data in healthcare, the following two definitions come to mind:
“Large, complex, and relatively unstructured data sets, not suitable for analysis just using standard spreadsheet or
relational database techniques” (Atkinson, 2014).
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Big data gathers diverse pieces of information and already it has accounted for “improvements in personalized
medicine, clinical risk intervention, waste and care variability reduction, automated external and internal reporting of
patient data, and standardized patient registries” (Health Catalyst, 2016).
Big Data has been defined using the following criteria:
Volume: Volume refers to the sheer amount of data being collected. Millions of pieces of data are created, gathered,
and stored everyday in the healthcare sector.
Velocity: Velocity refers to the rate at which data are generated. Not only are there large volumes of data being
created, but these data are constantly being generated at an exceptional rate. “Data is being created in much shorter
cycles, from hours to milliseconds” (Infoway, 2013).
Variety: Variety describes the different forms of data. Data generated in the healthcare field are stored in many
different formats, due to the differing nature of the data itself. Images must be stored differently than patient records,
which must be stored differently than ultrasound videos.
Veracity: Veracity refers to the uncertainty of data. This aspect of big data is critical in healthcare, as the decisions
being made based on the data will have an impact on patients’ lives.
It is important to note, however, that big data refers not only to the data itself, but also the analysis techniques used
to obtain information from such data.

Data Analytics Applications

There are numerous applications that have found use with respect to data analytics within healthcare, and the
number of potential applications continues to grow as more data are collected from various sources. Data analytics
applications include data from various facilities, including outputs from business intelligence and case-costing
analysis. Data analytics includes secondary uses of data such as for research or population health monitoring. (See
PPB 003R.16 on Health Data Access, Use, and Control for Secondary Uses).
Below are just a few of the applications of big data in healthcare. The number of applications of big data in
healthcare is limited only by the data sources available and the creativity and expertise of the data analysts.

Clinical Decision Making
Electronic medical records (EMR) represent a potential source of information for making better clinical decisions
including tools for: preventive screening, changes in lifestyle (diet and exercise), medications, etc. It is possible to
identify trends that may indicate a problem that is shared by some portion of the population by looking at the data
elements captured by the systems, such as morbidity or lifestyle factors. Analysis of these large health databases
allows for the personalization of treatment plans based on the treatment and results of many similar patients.
Examples of health recommendations stemming from healthcare data analytics are becoming more common. For
instance, many health organizations have developed risk calculators that, when given information that an individual
patient provides to them regarding their health and lifestyle, can calculate a risk score for the patient, and as well,
provide recommendations to lower this score (Government of Canada, 2013). These risk calculators often rely on
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small datasets containing patient information to determine the impact of certain health and lifestyle factors on a
patient’s risk of developing disease. The use of the EMR, as a source of data, either locally or across a large network
of multiple EMRs, could greatly expand the size of these datasets, allowing for better, more powerful predictors. EMR
data represent an underutilized source of information that can be used in making better clinical decisions. Dr.
Carolyn McGregor’s Artemis project is an excellent example of how big data can play a role in clinical decision
making. The Artemis system is able to take 1256 physiologic readings per second from premature infants and
analyze these data to quickly predict adverse changes in the condition of the infant (IBM, n.d.). While these data are
incomprehensible to a physician, the Artemis system is able to analyze the data to allow for earlier detection of life
threatening conditions, such as sepsis, which in turn allows for faster, more effective treatment. This can often be the
difference between life and death for these premature babies. From this example it is clear that big data is already
helping physicians make better, more informed decisions and has the potential to expand even further into this area.

Genomics
Genomics examines the human genome, or an individual’s entire DNA sequence, in an attempt to better understand
disease (Mandal, 2014). Advancements in DNA technology have allowed for faster sequencing of DNA, creating
extremely large databases of this genetic information (NIH, 2015). Big data and data analytics play a role in
interpreting this data and what it means in regards to human disease. “Genome-based research is already enabling
medical researchers to develop improved diagnostics, more effective therapeutic strategies, evidence-based
approaches for demonstrating clinical efficacy, and better decision-making tools for patients and providers” (NIH,
2015). Clearly, one of the next steps in medicine is the ability to treat a patient based not only on the signs and
symptoms of their disease (the ‘phenotype’ if you will), but also according to their genome. To do so requires
extensive use of big data and data analysis techniques to gain knowledge from the vast genomic data resources. One
such database is the Metabric database, housed by the Department of Molecular Oncology at the University of British
Columbia. “METABRIC (Molecular Taxonomy of Breast Cancer International Consortium) is a Canada-UK project that
aims to classify breast tumours into further subcategories, based on molecular signatures that will help determine
the optimal course of treatment” (BC Cancer Agency, 2013). Work in this field is allowing researchers to determine
the best treatment for a given tumour, which is not only improving patient outcomes, but also saving money on
ineffective treatments.

Epidemic Surveillance
One application of big data is epidemic surveillance and the monitoring of infectious diseases. This has been seen in
the use of data from either social media or search engines to predict epidemics and infectious disease outbreaks by
monitoring trends in user inputs. Examples of these inputs would be keywords in search queries, and ‘hashtag’ key
phrases in social media. A popular example of an epidemic surveillance program was Google’s Flu Trends. Although
they no longer publish estimates on flu and dengue fever, one can still access the historical data that were collected
(Google, 2016). Google used the number of queries made by users to estimate the cases of flu and dengue fever
based on geographic location. This was a successful project due to the fact that Google is such a widely used search
engine. The data collected were very large in volume, and came in at a very high velocity. Google processes on
average 40,000 search queries every second (Internet Live Stats, 2016). In their Google Flu Trends project, the
estimation of occurrences were fairly good predictors. Google was able to map trends similar to those of the CDC, five
to seven days before the agency released their own official predictions based on serotesting of cases (Dugas, AF. et
al., 2013). Unfortunately, in 2012, Google Flu Trends predicted the peak of flu cases by over double the amount
reported by authorities (Lazer, 2014). The project was ended due to this failure and no more data are being collected.
Another example of using social media in Big Data Analysis is the Ailment Topic Aspect Model (ATAM) created to
distinguish health topics from other topics on Twitter. The model was applied to data in 2009-2010 and was able to
distinguish 15 different health topics. (Paul, 2011). Healthcare data could be used in a similar way to more
accurately monitor population health by monitoring incoming patient symptoms and diagnoses.
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Potential Users: Who deals with Big Data in healthcare?

In healthcare, different users will use big data and data analytics in different ways, based on what they wish to obtain
from the data.
•
•

•

•

•

•

Healthcare providers value big data analytics for timely access to patient, clinical, and other contextual data
to improve their decision making and to provide efficient and safe care (Feldman, Martin, Skotnes, 2012).
Researchers use big data to develop predictive models, statistical tools, and algorithms that can improve
the quality of care and workflows for clinicians and other healthcare workers (Feldman, Martin, Skotnes,
2012).
Pharmaceutical companies can optimize the usage of big data to gain a better understanding of the
aetiologies of diseases, produce more effective pharmaceuticals, discover personalized medicine strategies
in targeted drug therapeutics, and develop more successful clinical trials (Feldman, Martin, Skotnes, 2012).
Government officials can use the information to reduce costs, enforce regulations, and maximize the social
value of data by providing incentives to facilitate the adoption of EHR systems among providers (Feldman,
Martin, Skotnes, 2012).
Health Information Management (HIM) professionals, as the managers of personal health information who
specialize in acquiring, analyzing, and protecting digital and paper-based health information, would benefit
from big data to improve data quality and assist quality improvement programs within health facilities and
health regions. Ultimately, this information is provided to planners, managers, and to support quality patient
care (AHIMA, 2016). Current uses of data analytics for HIMs include:
o Business analysis: answering questions regarding hospital operations using data (performance,
quality assurance), and
o Case-costing analysis: determining how much is spent on each patient during their stay.
Big data analysts, such as business analysts, engineers, researchers, architects, statisticians, data
governors, risk managers, or marketers, who design and execute analytics, are at the forefront of analyzing
big data (Russom, 2011).

Skills required of HIMs interested in Big Data
Health Information Management professionals represent a unique and valuable source of personnel for data
analytics; they have extensive knowledge of how the data are coded at a granular level and where the data are coming
from. The vast majority of decision support units have one or more HIM professionals within their department. Other
broad skills that are beneficial to HIMs wanting to explore data analysis include:
•
•
•
•
•
•
•
•

•

Critical thinking skills: one must be able to develop ideas to be tested using data analytics and process
improvement thinking
Ability to make independent decisions
Expertise in subject matter area allows analysts to ask the right questions
Understanding of current events in healthcare
Knowledge of privacy
Knowledge of statistical analysis packages including SAS, SPSS, R, as well as more advanced tools such as
Pentaho Business Analytics or Skytree Server
Database management skills including SQL, Microsoft Access
Strong communication skills: data analysis often requires input from people of different backgrounds. The
ability to work with these people is essential.
Skills in report writing to convey the knowledge gained from analysis
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Skills required by users of big data demand a different approach and perspective. This includes strengthening the
skills of clinical investigators and clinicians in data science, a new skill set that might become prominent in the near
future (Krumholz, 2014). Chiefly, a change in mindset is required. One must be open to embracing machine learning,
data mining, HADOOP, Extreme SQL, MapReduce, SaaS, and machine-based algorithms (Krumholz, 2014) (Russom,
2011). These computer-based tools assist in identifying patterns and relationships in data that might not be
detected without their use. Competencies in informatics skills will also become necessary to understand how to best
use big data (Krumholz, 2014). Furthermore, studies have shown that in the near future, the following skills will be
essential: (Russom, 2011).
•

•
•

•

Advanced data visualization: as data becomes more complex, methods of displaying such data must
become more complex as well. Skills in advanced data visualization will allow analysts to effectively and
dynamically present their findings using representations that go beyond simple histograms or bar charts.
Interactive visual representations are an example of these advanced data visualizations, which allow the
user to interact with the representation and gain insight into specific parts of the representation that are
normally not accessible.
Real-time reporting: real-time reporting allows users to determine the current status of a measured object
instantly. This satisfies the need for data that is the most recent.
Text mining and natural language processing: a large amount of data in an EMR is contained within the freetext notes taken by the healthcare professional (Nuance, 2012). Text mining and natural language
processing give analysts the tools to extract information from these written passages without having to
manually read through this text, something that is not feasible based on the huge volume of health records.
A working knowledge of advanced analytics tools to allow for analysis of the complex and unstructured data
that big data is composed of. A few tools, of many include: (Wayner, 2012).
• Pentaho Business Analytics: this software is able to absorb information from the new data sources
that big data is known for, such as highly unstructured data. Such software is able to access the
data and present it as if it came from traditional SQL databases.
• Skytree Server: Skytree Server takes less of a user-friendly visual approach, but with the right
command, is able to execute sophisticated machine-learning commands. It rapidly clusters data,
and then looks for outliers or data that are out of the ordinary that may be significant.
• Tableau Desktop and Server: Tableau is a powerful visualization tool that allows users to visualize
their data, then slice it up and visualize it in another way. Tableau allows you to work with Hadoop
as you would with any other data source.
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Infrastructure

Infrastructure, namely hardware and software, such as servers, databases, and applications, act as the core of the
Big Data industry. They are used to handle the complex data that are processed, stored, and analyzed in the big data
ecosystem (McNulty, 2014). In the past, relational databases were the major technology relied upon by enterprises to
collect and process data. However, data have become much more complex and the volume, velocity, and variety of
the data has significantly increased and can no longer be supported solely by a relational database (McNulty, 2014).
Now, more advanced tools have been developed that have the ability to properly store, process, and analyze the
enormous amounts of complex data that are dealt with today. Some of these infrastructural technologies include:
•
•

•

NoSQL: A type of database that is able to process large volumes of multi-structured data, along with the
discrete data stored among that multi-structured data (McNulty, 2014).
Hadoop: A network of technologies specifically designed for the processing, storing, and analyzing of data.
The core structure of Hadoop technologies is focused on separating and distributing data into parts and
then analyzing those parts simultaneously, rather than trying to tackle single blocks of data (McNulty,
2014).
Massively Parallel Processing (MPP) Databases: The basis of MPP databases is to segment data amongst
multiple nodes, and then process these data segments in parallel, using SQL (McNulty, 2014).

In order for Big Data projects to be completed to their highest standards, enterprises need to make major
investments in these software and infrastructural technologies, as well as into training existing personnel on big data
technologies and how best to use them (Vanson Bourne, 2015).

Barriers to Implementation

There are several barriers to implementation that stand in the way of big data becoming widespread.
Too much data: Big data technologies in commerce and finance are different from technologies utilized in healthcare.
“Despite significant technological progress, the big data revolution in healthcare is still in its infancy” (Jadhav,
2016). Data in healthcare are combined in such large quantity that it is difficult to figure out what data are relevant
and what should be used. “Like analysts in other industries, healthcare professionals struggle to bring together
masses of data and synthesize it into actionable information” (Jadhav, 2016). There is a lack of understanding as to
what part of the data that are collected should be used and how valuable that information is. “When it comes to data
analytics and big data in healthcare, many organizations struggle to understand the data, never mind analyzing it and
reaping the benefits” (Lee, 2015).
Lack of resources: One of the largest impediments to the full implementation of big data in healthcare is a lack of
resources, which includes both financial and human resources. Despite recent growth in these areas, the current
financial resources allocated to decision support departments are not sufficient to realize the optimal potential of
data analytics (Neumann, Vandervecht, 2016). A lack of skilled individuals also reduces the potential that data
analysis is able to reach. Much of the training of employees must be done on the job, often requiring two years before
an employee is up to a fully functioning level (Neumann, Vandervecht, 2016).
Healthcare regulations/Privacy: Healthcare regulations often limit what data are stored, as well as how and by whom
these data can be used. “As big data analytics (BDA) progresses within the Canadian healthcare system, challenges,
risks and concerns will arise about privacy, ethics and the legal implications of BDA. These risks and challenges
represent significant barriers and potential drawbacks which may impact the success, pace and rate of adoption of
BDA in Canada and the potential benefits it can bring” (Infoway, 2013). Classical privacy policies are commonly
based upon three main principles: transparency, limiting use plus consent, and minimization (Stoddart, 2013).
However, big data has forced this privacy model to be completely re-organized. For big data to be collected
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effectively, users cannot be asked to consent each time that the collected data are used for another purpose. On that
note, the purpose for which the data is collected is not always known upon collection, so the user does not give direct
consent for the use of their data in specific scenarios. Due to the differing research topics or analysis goals, the data
collected are also normally not minimized, instead, the analysts will draw what information they need from the
entirety of the stored data. Balancing innovative technologies with patient privacy is a problem that big data within
healthcare faces and is a major barrier to widespread implementation. Privacy policy standards should always be
taken into consideration when conducting big data projects or creating technologies that use or deliver big data
analytics. However, adequate consideration needs to be given to the quality of the data so that the patients and
health system benefit from the big data analysis.
A good example of a health-data-specific privacy policy standard is Privacy by Design (PbD), which was started in
1990 by the Ontario Information and Privacy Commissioner (IPC, 2016). It consists of seven fundamental principles
that should be considered when using patient data. To highlight a couple, the first principle states that technologies
should be proactive and preventative as opposed to reactive and remedial. Privacy issues should be anticipated and
protected before-the-fact, not after (Cavoukian, 2011). The third principle states that privacy should be embedded
into the design, and not added on as an extra feature (Cavoukian, 2011). For example, a technology that allows users
to mine patient data should already have de-identified the personal information.

Future Directions

The healthcare industry will continue to generate data and depend on analytics not only to make sense of the data,
but to drive important strategic outcomes. Through the process of “digitizing, combining and effectively using big
data, healthcare organizations ranging from single-physician offices and multi-provider groups to large hospital
networks and accountable care organizations stand to realize significant benefits”. (Raghupathi, Raghupathi, 2014).
To effectively take advantage of the possibilities of big data and analytics in healthcare, policies, standards and clear
guidelines will need to be put in place. The healthcare industry is just beginning to see the value of big data that other
industries have been developing for years. The benefits of big data and data analytics are numerous, and the use of
healthcare data for analytic purposes is inevitable. As the people dealing with health data on a daily basis, health
information managers are positioned to be at the forefront of this developing field, given the right tools and skills.
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